
JIB SEN – Safety Engineering  SChEME 

Hazard Identification 
 
Most important stage of Risk Assessment Process 
 
35+ Techniques 
 
Quantitative / Qualitative 
 
• Failure Modes and Effects Analysis FMEA 
• Energy Analysis 
• Hazard and Operability Studies  HAZOP 
• Fault Tree Analysis    FTA 
• Event Tree Analysis    ETA 
 
All based around Systems – Collection of inter-related elements 
 
Elements include; 
• People 
• Machines 
• Tasks 
• Environment 
 
Systems – Sub-systems 
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Failure Modes and Effects Analysis FMEA 
 
Systematic study of causes of failure and effects on the system 
 
Mainly used for technical systems 
 
Qualitative – identifies design areas needing improvement 
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Failure rates often included – quantitative or qualitative (e.g. probable, 
frequent) 
 
Identify consequences of failure – include effects on other components 
 
Identify how failures can be detected 
• Alarms 
• Sensors 
• Inspection 
• Maintenance 
 
Record preventative measures 
• Correct the failure 
• Reduce failure rate 
• Provide adequate detection 
 
Failure Modes, Effects and Criticality Analysis FMECA 
 
Includes ranking failure and effects by severity 
 
Produce a Critical Items List (CIL) 
 
Modify system to address CIL 
 
 
 
 
Advantages 
 
• Simple to carry out 
• No mathematics 
• Easy to interpret 
 
Disadvantages 
 
• Only assess one failure at a time 
• Fails to address complex interactions 
• Can be time consuming 
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ABS – Anti-lock Braking System 
 
System objectives – prevent locking of front wheels under heavy 
braking for rear-wheel drive car. 
 
System 
• Sensors S1, S2 measure speed of two front wheels 
• Sensor S3 measures speed of drive shaft (rear wheels) 
• Signals sent to microcomputer MC 
• MC actuates valves V1 and/or V2 if speed of wheel(s) drops below 

speed of rear wheels 
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Energy Analysis (Energy Barrier Analysis) 
 
Based on view that accidents are caused by abnormal or unexpected 
transfer of energy. 
 

Define the system  
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Identify barriers and preventative measures 
• Eliminate the energy 
• Control or reduce the energy 
• Separate the human from the flow of energy 
 
 
 
 
Advantages 
 
• In simple systems energy sources and barriers are easy to identify 
 
Disadvantages 
 
• Complex systems are difficult to analyse 
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Hazard & Operability Studies (HAZOP) 
 
Introduced by ICI for review of chemical process design – extended into 
other processes 
 
Assumes system is safe when all operating parameters are at 
acceptable levels. 
 
Systematically search for hazards – deviations from norm with 
dangerous consequences. 
 
Typical parameters studied include 
• Temperature 
• Pressure 
• Flow 
 
 

What are possible deviations? What are the effects? 
          Which effects are hazardous? 
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HAZOP is a team approach – varied backgrounds  
 
Produces extensive documentation 
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Define the system 
What is to be assessed, what limits and what assumptions 
 
Define the sub-systems – analyse one at a time - e.g. 
• Tanks 
• Pumps 
• Connecting pipes 
 
Identify parameters 
For each sub-system each parameter (e.g. flow, temp, pressure, 
viscosity) that has an influence is noted. 
 
Apply Guidewords 
• To each parameter in each sub-system 
• Common language – simplifies discussion within the team 
• Helps to identify consequences 
 
Examples 
 
Guideword Definitions 
NO or NOT No part of the design intent occurs, such as no flow 

in a pipeline due to blockage 
 

MORE or LESS A quantitative increase or decrease of some 
parameter such as flow or temperature 
 

PART OF Only part of the design intention is fulfilled 
 

REVERSE The logical opposite of the design intention occurs 
 

OTHER THAN Something completely different than intended 
occurs 
 

 
Identify causes 
For each significant deviation, possible causes are identified e.g. 
• Human error 
• Component failure 
• External influences 
 
Advantages 
 
• Uses a team approach – pooled expertise 
• Applicable to major hazards in process industries 
• Systematic 
 
Disadvantages 
 
• Time and resource consuming 
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Fault Tree Analysis FTA 
 
Break down an accident hazard into contributing factors 
 
Investigate combinations of events and conditions that lead to the 
hazard 
 
Used extensively in nuclear, chemical process and offshore industries 
 
 Define the system  
 

Divide Top Event (Hazard)  
 
 

Identify causes  
 
 Construct Fault Tree 
 
 
Define the system 
What is to be assessed, what limits and what assumptions 
 
Define Top Event (Hazard) 
Well defined and not too broad 
 
Identify Causes 
• Structure tree with hazard at the top and work downwards 
• Identify causes 
• Break each cause down into sub-causes or events 
• Repeat until the basic or ‘root’ causes are identified 
 
Construct Tree 
• Use standard symbols 
• Completed tree shows potential sequences or events that lead to the 

top event. 
 
Advantages 
• Simple and logical overview of causes and initiating events 
• Graphical – easy to follow 
• Useful in identifying control measures 
• Concentrates on multiple causes 
• Easily extendible into QRA 
 
Disadvantages 
• Trees can grow rapidly 
• Can be time consuming 
• Needs experience 
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Event Tree Analysis ETA 
 
Show how initiating events lead to accidents 
 
Considers safety systems in place 
 
 Define the system 
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Risk Analysis 
 
Numerous ways to express risk 
 
e.g. Level of risk of death in any one year due to a particular activity. 
 
Smoking 30 cigarettes per day 1 in 200 
Man aged 35-44 1 in 600 
Motor vehicle accident 1 in 10,000 
Accident at home 1 in 12,000 
Accident at work 1 in 30,000 
Rail accident 1 in 420,000 
Terrorist bomb (London) 1 in 5,000,000 
Lightening 1 in 10,000,000 
Animal venom (mostly wasps) 1 in 20,000,000 
 
More useful is Fatal Accident Rate (FAR) 
• Risk of death per unit of activity 
• Number of deaths in a workforce of 1000 during a working lifetime of 

100,000 hours 
• Death rate per 108 hours 
 
FAR for Industry 
Chemical industry 2 
UK industry (factory work) 4 
Coal mining 8 
Deep sea fishing 40 
Offshore oil and gas 62 
Steel erectors 70 
 
FAR for Other Activities 
Terrorist bomb in London area 0.01 
Staying at home 4 
Rail travel 5 
Car travel 30 
Air travel 40 
Smoking (average) 40 
Pedal cycling 96 
Helicopter travel 500 
Motor cycling 660 
Rock climbing 4000 
 
Risk v Benefit (ALARP) 
 
Risk should be As Low As Reasonably Practicable 
 
High benefits -> Higher acceptable risks 
Low benefits -> Lower acceptable risks 
 
The higher the risk the greater the spending justified to reduce it 
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Qualitative Risk Assessment 
 
Sometimes termed ‘Practical’ Risk Assessment 
 
 Identify Hazards 
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Quantitative Risk Assessment  QRA 
 
Usually based around some form of logic tree analysis 
 
Probability 
 
Dimensionless number between 0 and 1 
 
Probability of particular outcome occurring = P 
 
Probability combinations -> 
 
Given two entirely separate events which can lead to outcomes A and B 
respectively which are entirely independent of each other PA and PB 
 
• Probability of outcome A AND outcome B occurring  = PAPB 
• Probability of outcome A OR outcome B occurring  = PA + PB - PAPB 
 
 
Component Failure Rate 
 
Failure or hazard rate λ = number of times a particular event occurs per 
unit time. 
 
Probability of failure in time t is given by P(t) = 1 – e-λt 
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Example of Failure Rate Combinations 
 
Two components A and B have mean failure rates of 50 per 106 hours 
and 100 per 106 hours respectively. 
 
If either components fail then a hazard condition occurs. 
 
What is the chance of the hazard condition occurring during a 1000 hour 
period? 
 
λA = 50 x 10-6 
t = 1000 
λA t = 50 x 10-3 
PA = 0.049 
 
λB = 100 x 10-6 
t = 1000 
λB t = 100 x 10-3 
PB = 0.095 
 
PA OR PB  = 0.049 + 0.095 - (0.049 x 0.095) 
 
  = 0.139 
 
If the system is redesigned such that a hazard condition only occurs 
when both components fail at the same time, what is the chance now of 
the hazard condition occurring over the same period? 
 
PA AND PB  = 0.049 x 0.095  
 
  = 0.005  (c 28 times safer) 
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