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Letter bombs may be explosive or incendiary (the two most likely kinds), or conceivably chemical, biological or radiological.

Indicators of a letter bomb

· it is unexpected or of unusual origin or from an unfamiliar sender 

· there is no return address or the address cannot be verified 
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it is poorly or inaccurately addressed, e.g. incorrect title, spelt wrongly, title but no name or addressed to an individual no longer with the company 

· the address has been printed unevenly or in an unusual way 

· the writing is in an unfamiliar foreign style 

· there are unusual postmarks or postage paid marks 

· a Jiffy bag, or similar padded envelope, has been used 

· it seems unusually heavy for its size. Most letters weigh up to about 30g, whereas most effective letter bombs weigh 50-100g and are 5mm or more thick 

· it has more than the appropriate value of stamps for its size and weight 

· it is marked 'personal' or 'confidential' 

· it is oddly shaped or lopsided 

· the envelope flap is stuck down completely (a normal letter usually has an ungummed gap of 35mm at the corners) 

· there is a pin-sized hole in the envelope or package wrapping 

· there is any unusual smell, including but not restricted to almonds, ammonia or marzipan 

· it has greasy or oily stains on the envelope 

· there is an additional inner envelope and it is tightly taped or tied (however, in some organisations sensitive material is sent in double envelopes as standard procedure).

Good Working Practice at all times

· Open post with letter openers (and with minimum movement).
· Keep hands away from noses and mouths and always wash your hands afterwards.
· Do not blow into envelopes nor shake them.
Action if you have suspicions about an unopened package

· Contact the addressee and ask him if he is expecting a package like that.

· Place the package in a safe place.

· Inform your security manager. If no-one available, call the police.

Action if an opened package has suspicious contents

· Do not touch the package any further, nor move it to another location.
· Close any open windows and doors and leave the room.

· Those individuals present in the room should remain separate from other personnel and keep themselves available for a medical examination.

· Turn off any air conditioning in the room.

· Notify the person in control of the building.
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